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« Implementing Single Sign-On (SSO) functionality for the E-
Business Suite allows organizations to share one user
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 Install Oracle Application Server 10g




“-.;1' Oracle Universal Installer: Select a Product to Install

Select a Product to

Install

T Oracle ldentity Fedearation 1049

Tiracle ldentity Federation iz a standalone, standards-bazed federated identity management zolution enabling
enterprizes to farm trusted relationzships across dizparate security domainzs quickly and securely.

® Jracle Application Serwvear Infrastructura 104

This option installs Identity Management services and Metadata Repositary for Oracle Application Server
Middle-Tier Server=s. Thiz zelection include=s an aption to create a new Oracle Internet Directory. Included
components are Oracle Database, Oracle Internet Directory, Oracle A pplication Server Single Sign-on, Oracle
Aopplication Server Certificate A uthority and others.

Froduct Languages. .. _J

Installed Products. . _;I Back ] Mext _,-' Install 1 Cancel _J
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i Oracle Universal Installer: Select Installation Type

Select Installation Type
Oracle Application Server Infrastructure 10g 10.1.4.0.1

What twpe of installation do wouw want?y
® |dantity Management and Metadata Repository (4.010GE)

Thisz optiaon inzstalls and configures Identity Management services (Oracle Internet Directory, Single Sign-COn,
Delegated Administration Service, Directory Integration Platfarm, and Certificate 2 uthority) and an Oracle

10.1.0.5.0 databaze containing the Oracle & lication Server Metadata Repository. (Requires 1024 ME R
configured on your machine) D&

T ldentity Managerment (1.2&5E)

Thi=z aoptian inzstallzs and configure=s |Identity Management service=s (see above for caomponent listh. Ta
configure Oracle Internet Directory or Certificate Authority, you heed an existing Oracle Application Server
MMetadata Repository. (Requires 1024 ME R M configured on your machine)

T Metadata Bepositary (4.01CE)

Thi=z optiaon inztallz a new Oracle 10.1 0.5 0 databaze containing the Oracle SApplication Server Metadata
Repozitory. Thiz Repository can be uszed by QOracle Application Server instances andfor ldentity Managem ent
zervices. (Requires 1024 ME PAM configured on your machine)
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“*-,,4' Oracle Universal Installer: Select Configuration Options z

Select C%nfiguratiun Options

Select the components that wou would lilke 1o configure and automatically start at the end of the
installation.

Jracle Application erver Metadata Fepository is alwaws configured.

IT wou want to use an existing Oracle Internet Directory:, then do not select it below. The installer will
then prompt wou 1o enter the location of the existing Oracle Internet Directar,.

Aovailable Components: Description -
[ | Oracle Application Server Metadata Repositor —onfigures dracle Application Server Metadat
| Gracle HTTP Serwver Serves static and dwmamic Well content.
[ | Oracle application Server Containers far |2 EE Funs Enterprise Jawva applications.
[w | Oracle Internet Directory Configures an LD&AP serwver for identity and se
[w | Oracle application Server Single Sign-0n Configures a directaory—enabled single sign—oar
[« | Gracle Application Server Delegated Administr... | Provides web-based identity and security acdr
[« | Gracle Directary Integration Platform Enabiles directory ssnchronization and user ar
[T | Gracle Application Server Certificate Autharity (.. | Creates and manages security certificates. -

Y
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“-.,-tl Oracle Universal Installer: Specify Namespace in Internet Directory

Specify Namespace in Internet Directory

Specifv a location, or namespace, in Oracle Internet Directory To contain users, groups, and ldentity:
Managerment policies. This namespace will bbe the default Identityw Management Fealmm.

W Suggested MNamespace: [dc=pecuuga,dn:=c|:|r‘n

S

O Custorm MMarmespace: [ ]

Example: dc=acme,dc=cam
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“-.,-!l Oracle Universal Installer: Specify Database Configuration Options

~— Database MNaming

Specify Database Configuration Options

cdatabase.

In addition, each datalg

A Slabal Database RHame, twvpically of the farm "name. damain”, unigquely identifies an Oracle
Specifyw the Clabal Datalbase MNam

and 51D for this datalbase.

se is referenced by at least one Oracle Swstem Identifier (SI00
Slobal Database Rarme:

!infradb_pecnusa_cum
~— Database Character Set

S0

linfradh

The number of language groups to be stored determine which datalbase characier zet to use.
Standarc UTF-8 ALZZUTFS"
Select Datalbbase C“haracter set:

"Help" for the definition of language grougps. For the Unicode database character set, select "Unicode

See
~— Database File Location

il_lnin:cu::le standard UTF-8 &l E21UTFS

=
Use the file svwstem for database storage. For best database organization and performance, dracle
recaommends installing datalbase files and Oracle software on separate disks.

Specity Datakbase File Location:

I;hnme;nraaSIDradataj Browwse. ..
Help _,,l Installed Products. .. JI Back Install | Cancel j
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“-.,-tl Oracle Universal Installer: Specify Instance Name and ias_admin Password

Specify Instance Name and ias_admin Password

Al Oracle Application Server Infrastructure instances installed on a host must hawe unigque names. The
hostname and domain name of the host are appended to the instance name.

Each Oracle Application Server Infrastructure instance has its own password, regardless of which user
performed the installation. Passwaords are not shared across instances, ewen it the instances weare
installed lwthe same user.

The password must hawe a minimurm of S alphanumeric chharacters, maximum 20 characters, and at
least one of the characters must be a number.

Administrator Username: ias_admin

Instance Rame: !identitv
ias_admin Password: !**mmw*
Confirtm Password: i*******|
; - 1 ;
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":-c-i! Oracle Universal Installer: Summarnry :

Summary
Oracle Ap%ication Saerver INnfrastructure 10g 10.1.34.0.1

—Oracle Adwvanced Securityw 100, 1.0 2.0

—ioracle Appache Modules 10.1.2.1.0

—Oracle Application Server Certificate Authority 10, 1. <4 0. 1

—oracle Application Server High awvailabilitvwy components (BFE, AFZ, DE) 1O 1.2.1.0
—Oracle Application Server Infrastructure 1og 1o, 1.4 0 1 =]
—oracle Appplication Server Infrastructure Dialogs 10,1 9. 0.1

—Oracle Application Server Instance 1o, 1.0, 1

—oracle Application Server Instance Dialog 10, 1.4, 0.1

—racle Application Server Management and Ilntegration 10, 1. <. 0.1

—oracle Apoplication Server FEepository AP 10, 1.9 0. 1

—Oracle Application Server Single Sign on 10, 1.4, 0.1

—oracle Application Server Single Sign On Eegistration 10,1401

—Oracle Application Server Single Sign Oon Server 10, 1< 0.1

—oracle Application Server Ui Configuration 2.2 .20.0.0 u

Help :,I Installed Products. . ;I Back ] Iext ;I
ORACLE”
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Verity if the installation was successful by




Choose Provisioning profile
One way Provisioning from OID to E-Business Suite







Configure Synchronization from Novell eDirectory -




Verify connectivity
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E. Credentials 1

. Ocie Directory Manager CONNEC! | i—————

User: ||:|rn:ladmin W

Password: [rrewees

— SErver; oracleap ldey | o
m_a CI e Faort;

|12060
[ 55L Enabled

Help ] Login l Cancel )

Copyright (C) 1998, 2006, Oracle. All rights reserved.
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la—ﬁOracle Internet Directory Servers
é—&:orcladmin@oracleap ldew, 12060

B Access Control Managermefs
55 artribute Unigueness Manageme

Entry Management
Sarbage Collection Management
=l Password Policy Management

Replication Management
ﬁ%Schema Management
iSer\rer Management

= QSer\rer Chaining Management
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GHl Oracia Diractory Mansper Qe = g
ile t peration Help
ORACLE

M anagerment flntegrat

Arccess Control Management
=S artribute Unigueness Manageme

eDirectoryExport DIsABLE

s eDirectoryExp EXFPORET DIsABLE

= Ertry Managerment @5 TaggedExport EXFPORET DISABLE
e Carbage Collection Managerent Ed LdifExport ExXPORT DIsABLE
ZFPassword Policy Managerment 25 OracleHFagent IMPORET DISABLE
GFPassword werifier Management @3 ActivaChglmp IMPORT DissBLE
B Flug-in Management 25 OpenLlDAPImport IMPORT DISAELE
Replicatil:ln Management @5 eDirectordmp IMPORET DI=ABLE
ﬁ%Schema Management s Taggedimport IMPORET DI=ABLE
§Ser'\.-'er Managernant =9 ldifimport IMPORT DIsABLE
Directory Server @5 lplanetExport ExXFPORT DIsaBLE
Replication Server 24 ActiveExport EXPORET DISAELE

5 Activelmport IMPORT DIsABLE

5 OpenldapExport EXPORT DI=ABLE

> @Ser\fer Chaining Management Iplanetimport IMPORET DI=ABLE

greate] Edit] Qelete] Befresh_;l
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Once the Import profile has been enabled,




- (orcladmin) Provisioning Console - Users - Microsoft Internet Explorer g|
i

File  Edit  Wiew Favorites Tools  Help

Q- O N B G O ferons @ 22 W UBREDT

 Address |@ hittp: fforacleapl dev. pecousa. com: 7777 foiddas uiforacle/ldapdasipagesiUsersearch

v Bse ks 7 @snaar B OB
Fraud monitoring is on ™ Cptions =

— -~
ORACLE |dentity Management .25 l_\" ? 3
Provisioning Console (e ot

“Norton 360

Logout Reslm Mansgement  Help

Home | My Profile DT et Configuration

Logged in as ercladmin
Users
Search | |'. Go ) Advanced Search Provisioning Search

Search is conducted over attributes listed below

(_wiew ) (_Edit ) (_Privileges | [ Delete ) (_Unlock | [ Enable ) ( Disable ) | (_Create ) Bulk ) FPrevious | 1-25 of 268 | Mext 25 &

Select User ID IEmaiI Address IFirst Name Last Name Job Title IWork Phone ILocke(I Enabled
@  aarhei HEINE v
O admin adrmin v
O admin_oid orcladmin orcladmin atcladmin ./
O adrdel Delean ~/ [ |
O albtam tamayo “
O albwal walker +
) anggon gonzales «
& anhmei mei %
O annhop hopkins v
O anothertest Test +
O ashbar barham «
O ashken kendrick +
O asuzam zam v
O berros Ross I »

&
g
#
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Drop and re-create External Authentication Plug-In for eDirectory
» Create a new user testid with password as edirpass in eDirectory




@-ﬁOracle Internet Directory Servers
é&o@admin@oracleapldexﬁ 12060

C D @ L O W

fAaccess Control Management
Altribute Unigqueness Managerr
Sl [ Audit Log Management
Change Log Management
= |Entry Management

LR Carbage Collection Managerme
Password FPaolicy Management

S Password Werifier Management
B Plug-in Managerment
—iEDidexplg_compare_openlda
—iE oidexplg_compare_iplanet

—ﬁE oidexplg_compare_edir_rmir
—iE aidexplg_compare_ad
His oidexplg_bind_openidap
His oidexplg_bind_iplanet
Hs oidexplg_bind_edirectory
HiES oidexplg_bind_edir_min

—ﬁa oidexplg_bind_ad
E@Replicaﬂon Management
—ﬁ%Schema Management

B

= [

4]

iy =2 S B4 So =2 4 @ Delete B

&aMandatory Froperties

[+ Plug-in Enable
[w Flug-in Is Replacement

Flug—in Mame:

Plug—in Tywoe: [operational
Plug—in Kinc: [_Ia\ra
Plug-in LDAP Qperation: [|dapc0mpare
Plug—in Tirming: |when

Help

ARy Eewert

‘




E_Omcle Directory Manager cmm;

peratian

oHOg Oracle Internet Directory Servers
é&orcladmin@oracleapldev 12060
EAaccess Control Management
Attribute Unigqueneass Managerr

“lpassword Policy Management

—ﬁsoidexplg_compare_iplanet

—is0idexplg_compare_edir_mir
—ﬁsoidexplg_compare_ad
HEsoidexplg_bind_openldap
HEs oidexplg_kind_iplanet
HES nidexplg_bind_edirectory
Hs nidexplg_bind_edir_min

“= Garbage Collection Manageme|

—iaoidexplg_compare_openlda :

L5 nidexplg_bind_ad
E@Replicaﬁon Management
e, Scherma Management

Flug-in %ersion:

FPlug-in Subscriber DM List:

Plug-in Artribute List:

Flug-in Result Code:

Flug-in Entry Froperties:

Flug-in Regquest Group:

Flug-in Binary Flex Field:

ORACLE

compare_edirect

g5 Optional Properties

[T Flug-in Class Eeload Enabled

cn=users,cdc=pecousa, dc=com

Browwse

userpassword

Browse || -

[ J

|(! aiobjectclass=arcindsobjecti{objectclass=arcluser Browse

| Browse

| Browse

Flex Fields

|Flex Field Marne

|Flex Field value =

host2

R | Py

host.domain.com
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'a-ﬁOracle Internet Directory Servers -
lé'-a,: arcladmin@oracleapldew. 12060

=9 @ e 2@ U

=z Access Control Management
Altribute Uniqueness Manager
Sl Audit Log Managerment
Change Log Management

= | Entry Managerment

e Garbage Collection Managerme -
Password Folicy Management
S Password Yerifier Management
=L Plug-in Management
—aE oidexplg_compare_openida
HEs oidexplo_compara_iplanet -
—is oidexpla_compare_edirecta
—aEDidexplg_compare_edir_mir
—aEDidexplg_compare_ad

HEs cidexplg_hind_openidap
HEs cidexplg_bind_iplanet

s nidexplg_bind_edir_min
L5 nidexplg_bind_ad
E@ Feplication Management
—ﬁ% Schema Management

T

+ b -

4]

m 2 W [ %

sMandatory Properties

Flug-in Mame:

Flug-in Twpoe:

FPlug-in Kind:

Flug-in LOAP Operation:

Plug-in Timing:

Help

)

‘@ Delete B

W Plug-in Enable
W FPlug-in Is Replacement

loperational

[_Ia\ra

|Idapbind

[when

ARl Rewert
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oH ﬁOracIe Internet Directory Servers =
ry §i5 Optional Properties

é&orcladmin@oracleapldenﬁ 12060 =
Fyaccess Control Managerment [ Plug-in Class Eeload Enabled |
S antribute Uniqueness Managery Plug-in %ersion:
al| Audit Log Managerment FPlug-in Subscriber DM List: ch=users,dc=pecousa,dc=com 1 Browse

Change Log Management
= | Entry Managerment

2 CGarbage Collection Manageme| .
Password Folicy Management

Flug-in Artribute List:

SiE Password werifier Management j: EEEE

EE Flug-in Managerient :
—ﬁa oidexplg_compare_openida
H#s cidexplog_compara_iplanet |

—is oidexpla_compare_edirecta
s nidexplg_comparea_edir_mix Flug-in Entry Froperties: |(!(&(Dbjectclass=orcIndsobject)(objectclass=0rc|user\ Browise

Flug-in Result Caode:

85 oidtexplg_compare_ad Flug-in Request Group: |
—ﬁs oidexplg_bind_openldap
HEs cidexplg_bind_iplanet

Browse

Flug-in Binary Flex Field: | Browse

il

Flex Fields

HE#S cidexplg_kind_edir_min Flex Field Mame |F|E}{ Field walue -
L5 cidexplo_kind_ad hast2 hast. dormain. com S Add
E@ Feplication Management IR P PN LYy -
—ﬁ%Schema Management
) — Help Al Eewert
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2 Sign In - Microsoft Internet Explorer

File Edit %iew Favorites Tools Help

. “ = [ ’ =) e ; B . [, POl |
Ow O BRG] P o @25 3L BREDD
A i T » [: "
éAddress |@ http:/foracleapldey. pecousa.com: 7777 'ssofpagesflogin. jspisiteZpstoretoken=v1 . 47272 3BAC~BEEDS07007 1 1 ATO942F 1 S24DEE37DC 167 AZFHCSEEE Q944654065 1 BEEDITFZ 90BDA04 2 2F V| Go ngnkS & Snaglt @ |’5’l

“2Norton 360 ‘il Nofraud detected COptions -

ORACLE |dentity Management
PECO_TEST eDir - DEVL Instance

Enter your Single Sign-On user name and password to sign in.

User Mame |0rc|admin |

Password |------. |

Unauthorized use of this site is prohibited and may subject you to civil and criminal prosecution
Copyright @ 1999, 2006 Oracle. All rights reserved.
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Discussed installation tasks for Oracle Identity







